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First Amended Complaint

I Introduction

The Vermont Attorney General brings this suit against Defendants Dominic
K. Bohnett, Telecom Carrier Access,~LLC d/b/a TCA VOIP, and Telecom Carrier
Access, Inc. d/b/a TCA VOIP for knowingly facilitating illegal robocalls to Vermont.
On at least 132 occasions, Defendants have been put on notice that they are
facilitating illegal robocalls into the United States. Defendants ignored the import of
these notifications. Defendants can, if they so choose, see in near real-time that their
call traffic consists primarily of illegal robocalls. But Defendants have chosen profits
over legality, typically earning from $1,500 to $5,000 in revenue each weekday from
their substantially illegal activity. In the process, Defendants have knowingly
brought thousands—and likely hundreds of thousands—of illegal and fraudulent

phone calls into the State of Vermont. Defendants have similarly brought in
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hundreds of millions of illegal robocalls nationwide. Defendants’ conduct violates.
the Telemarketing and Consumer Fraud and Abuse Prevention Act, the
Telemarketing Sales Rule, the Telephone Consumer Protection Act, the Vermont
Consumer Protection Act, and the Vermont Telephone Solicitation Act. For such
violation, the Vermont Attorney General seeks injunctive relief, civil penalties,
disgorgement, fees and costs, and other appropriate relief.

II.  Jurisdiction and Venue

1. This Court has subject matter jurisdiction over this action pursuant to
28 U.S.C. §§ 1331, 1337(a), 1355; the Telemarketing and Consumer Fraud and Abuse
Prevention Act (“Telemarketing Act”), 15 U.S.C. § 6103(e); the Telemarketing Sales
Rule (“TSR”), 16 C.F.R. § 310; and the Telephone Consumér Protection Act, 47
U.S.C. § 227(g)(2); this Court has pendant jurisdiction over the state law claims
pursuant to 28 U.S.C. § 1367.

2. Venue is proper in this District under 28 U.S.C. §§ 1391(b), 1395(a), 47
U.S.C. §§ 227(e)(6)(E), 227(g)(4), and 15 U.S.C § 6103(e). A substantial part of the
events or omissions giving rise to the claims alleged in this Complaint occurred in
this District.

3. Plaintiff has notified the Federal Communications Commission
(“FCC”) of this civil action, pursuant to 47 U.S.C. § 227(g)(3).

4. Plaintiff has notified the Federal Trade Commission (“FTC”) of this

civil action, pursuant to 15 U.S.C. § 6103(b).
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III. Parties

5. The Vermont Attorney General has a right to bring this action to
protect Vermonters under the Telephone Consumer Fraud and Abuse Prevention
Act, 15 U.S.C. § 6103(a) and the Telemarketing Sales Rule (“T'SR”), 16 C.F.R. Part
310, the Telephone Consumer Protection Act (“T'CPA”), 47 U.S.C. §§ 227(e)(6), 227
®Q).

6. The Vermont Attorney General is authorized under the Vermont
Consumer Protection Act, 9 V.S.A. § 2458, to sue to enforce the Act’s prohibitions on
unfair and deceptive acts and practiées in commerce.

7. The Vermont Attorney General has the right to appear in any civil
action in which the State has an interest. 3 V.S.A. § 157. The Attorney General has
interests in protecting to protect Vermonters from criminal frauds and to ensure
that persons and entities doing business in Vermont do so in a lawful manner.

8. Defendant Telecom Carrier Access, LL.C d/b/a TCA VOIP (hereinafter
“TCA VOIP”) is a California Limited Liability Company with a principal place of
business in Santa Barbara, California.

9. Defendant Telecom Carrier Access, Inc. d/b/a TCA VOIP (hereinafter
“T'CA VOIP”) may be a successor California corporation to Telecom Carrier Access,
LLC with a principal place of business in Santa Barbara, Californié.

10. TCA VOIP is a Voice over Internet Protocol “voice service provider”

(“VSP?).
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11. Defendant Dominic Bohnett is a resident of Santa Barbara, California.
He is owner and operator of TCA VOIP.

12.  Dominic Bohnett, for all allegations, purposes, actions and failure to
act alleged herein, is TCA VOIP. Accordingly, all allegations herein involving TCA
VOIP are likewise allegations regarding the conduct of Dominic Bohnett.

IV. Background Law

13.  The Vermont Consumer Protection Act (‘CPA”) prohibits “unfair or
deceptive acts or practices in commerce.” 9 V.S.A. § 2453(a).

14. In interpreting the Act, Vermont courts are “guided by the construction
of similar terms contained in Section 5(a)(1) of the Federal Trade Commission Act
as from time to time amended by the Federal Trade Commission and the courts of
the United States.” 9 V.S.A. § 2453(b).

15.  Pursuant to the Telemarketing and Consumer Fraud and Abuse
Prevention Act, 15 U.S.C. §§ 6101-6108 (“TCFAPA”), the FTC has enacted a federal
Telemarketing Sales Rule (“TSR”) prohibiting robocalls absent limited exceptions.
16 C.F.R. § 310.3.

16. In pertinent part, the TSR prohibits providing “substantial assistance
or support to any seller or telemarketer when that person knows or consciously
avoids knowing that the seller or telemarketer is engaged in any act or practice that
violates” certain other TSR provisions, 16 C.F.R. § 310.3, including:

a. “Misrepresenting, directly or by implication, in the sale of goods or

services ...[a]ny material aspect of the performance, efficacy, nature, or
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central characteristics of goods or services that are the subject of a sales
offer.” 16 C.F.R. § 310.3(a)(2)(iii);

b. “Misrepresenting... [a] seller’s or telemarketer’s affiliation with... any
person or government entity,” 16 C.F.R. § 310.3(a)(2)(vii);

c. “Making a false or misleading statement to induce any person to pay for
goods or services.” 16 C.F.R. § 310.3(a)(4);

d. Using “[t]hreats [or] intimidation.” 16 C.F.R. § 310.4(a)(1);

e. “Failing to transmit or cause to be transmitted the telephone number ...
to any caller identification service in use by a recipient of a
telemarketing call.” 16 C.F.R. § 310.4(a)(8);

f. “Initiating any outbound telephone call to a person when... [t]hat
person’s telephone number is on the ‘do-not-call’ registry, maintained by
the [FTC],” 16 C.F.R. § 310.4 (b)(1)(iii)(B);

g. “Inifiating any outbound telephone call that delivers a prerecorded
message,” unless certain limited exceptions are met, 16 C.F.R.

§ 310.4(b)(1)(v); and, inter alia,

h. “[Iln an outbound telephone call... to induce the purchase of goods or
services|,] fo fail to disclose truthfully, promptly, and in a clear and
conspicuous manner to the person receiving the call, ...[t]he identity of
the seller.” 16 C.F.R. § 310.4(d)(1).

17.  The Telephone Consumer Protection Act (TCPA) prohibits persons

from sending robocalls into the United States without prior consent from the call-
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recipients. See, e.g., 47 U.S.C. §§ 227(b)(1)(A) and 227(b)(1)(A)(iii) (prohibiting calls
to cellular phones “using any automatic telephone dialing system or an artificial or
prerecorded voice”); 47 U.S.C. § 227(b)(1)(B) (prohibiting calls to “any residential
telephone line using an artificial or prerecorded voice to deliver a message without
the prior express consent of the called party”).

18. Likewise, under the federal Truth in CallerID Act, a person cannot
send robocalls into the United States that “cause any caller identification service to
knowingly transmit misleading or inaccurate caller identification information with
the intent to defraud, cause harm, or wrongfully obtain anything of value.” 47
U.S.C. § 227(e)(1).

19.  Finally, the Vermont Telephone Solicitation Act (“VTSA”) regulates
telephone solicitations in Vermont. The VTSA prohibits telephone solicitations
unless the caller is registered with the State of Vermont. The VTSA prohibits
phony CallerIDs and requires compliance with the FTC’s Do Not Call Registry; and
the VTSA requires disclosure of the caller’s name and number when soliciting for

money or anything of value. 9 V.S.A. § 2464a(b).
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V. Factual Background

a. Dominic Bohnett and TCA VOIP are one and the same.

20.  This complaint alleges that Bohnett and TCA VOIP are alter egos.
Dominic owns, manages and controls any and all significant operations of TCA
VOIP. Accordingly, for purposes of this Complaint, “TCA VOIP” refers to both
- Dominic Bohnett and TCA VOIP.

b. Scope of fraud Via the Telephone System

21.  As most persons with a phone in the United States have sadly learned,
illegal robocalls have inundated the U.S. telecom system.

22.  Robocalls are machine-generated calls, often made by the hundreds
simultaneously. They typically start with a pre-recorded message that is i)layed
when the called party answers.

23.  Fraudulent robocallers dial huge volumes of phone numbers,
anticipating that many, many calls are needed to produce a single victim.

24. A company called YouMail monitors robocall traffic through its
approximately 10 million subscriberé and “honeypots”—telephone numbers used
simply to monitor call traffic.

25. YouMail also récords robocalls from subscribers and “honeypots.”

26. YouMail estimates, based upon its substantia]. information base, that
there are approximately four billion robocalls per month in the U.S.

27.  YouMail further estimates that 82% of this robocall traffic is

attempted criminal fraud.
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28. That 32% represents more than a billion attempts at criminal fraud
against U.S. consumers via robocalls every month—approximately three attempts
for every person in the U.S.

29. A substantial number of these fraudulent robocalls—an estimated 1 in
évery 500—target residents of Vermont.

30.  The sources of these fraudulent calls are often overseas, anonymous,
and therefore difficult for U.S.-based law enforcement agencies to identify,
investigate, and bring to justice.

31. Howevér, foreign robocallers cannot reach a resident in Vermont or the
U.S. without the knowing complicity of established domestic companies on the U.S.
telecom network, such as TCA VOIP.

32. Companies that route telephone calls from a caller to a call-recipient
are called “voice service providers” (V. SPs). Illegal government and business
imposter robocalls typically flow from foreign VSPs to domestic VSPs—and then to
consumers—as follows.

33.  First, a foreign source originates an illegal robocall campaign. That
foreign source then sends the illegal robocall campaign over the Internet—
sometimes through other foreign VSPs—to a smaller U.S.-based VSP. Typically,
the robocalls then travel from smaller U.S. VSPs to larger U.S. VSPs, and onward
to the terminating carrier, such as cellphone companies Verizon Wireless or AT&T

or a landline company such as Consolidated Communications or Comcast.
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34.  The domestic VSP that imports the robocall campaign charges the
calling foreign source a small amount per call.

35. That domestic VSP then pays its next downstream VSP to route the
call onward via other VSPs to the called party.

36. Hence, a fraudulent robocall frequently “hops” from a foreign entity
through multiple domestic VSPs to the consumer.

37.  But for the domestic VSPs that willingly establish business
relationships with foreign entities and that knowingly accept those illegal robocalls,
most government and business imposter robocalls could not and would not move
through the U.S. and Vermont telecom systems to U.S. and Vermont residents.

38.  The willing and complicit VSP in this case is TCA VOIP.

c. Losses Caused by Illegal Robocalls

39. The Federal Trade Commission (FT'C) maintains the FTC Consumer
Sentinel database, which is a composite federal détabase that compiles, among
other things, reports of fraud. FTC Consumer Sentinel indicates that, in 2021,
consumers reported nearly $700 million in losses to fraud.

40. The FTC’s Consumer Sentinel data suggest that around 36% of these
frauds are perpetrated through telephone calls, an unspecified proportion of which
are robocalls.

41.  TrueCaller, an analyst of robocall traffic, suggests that actual

consumer losses from robocall fraud are $30 billion per year.
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42.  The TCPA estimated losses from illegal telemarketing at $40 billion
per year. 15 U.S.C. § 6101(3).

43.  One of the most common kinds of fraudulent telephone calls is the
government imposter robocall. There, a foreign criminal syndicate or individual
uses computer technology that automatically and simultaneously dials tens,
hundreds or thousands of U.S. telephone numbers. This computer technology can
be referred to as an Automatic Telephone Dialing System (or “ATDS”).

44.  These robocalls deliver a pre-recorded voice that purports to be from a
government agent. In the recording, the agent threatens the called party with
fines, suspension or termination of government benefits, arrest, or other legal
action—unless the call recipient presses “1” to speak to a purported government
representative to resolve the concern. If the call recipient presses “1,” the recipient
is routed to a live scammer, who then attempts to complete the crime by further
deceiving the victim in order to obtain the victim’s funds. The scammer usually
seeks to get those funds by instant electronic transfer. One method is to have the
victim purchase gift cards and then read the gift card numbers to the perpetrator,
who converts those numbers into cash via an online gift card exchange.

45.  Another common kind of fraudulent telephone call is a business
imposter robocall. There, the robocalls purport to be from a private company, such
as Amazon or Applé. The pre-recorded message might relay, for example, that the
call-recipient’s credit card has been charged a large amount of money for an order,

and request that the call-recipient press “1” to resolve the concern. As in the
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government imposter robocall scheme, if the called party presses “1,” the called
party is routed to a live scammer. The business imposter then strikes. For
example, the imposter might claim there was an overcharge and request the
victim’s bank account number to process a refund. The scammer—or the criminal
syndicate on behalf of which the scammer works—then uses that bank account
information to steal funds from the victim.

46. FTC Consumer Sentinel database analysis shows that fraudulent
robocalls harm the entire U.S population, with older persons being the most
vulnerable. Persons aged 20-29 report average fraud losses of $326. Persons aged
80 and over report average fraud losses of $1,300.

47.  These frauds not only victimize Vermonters; these frauds compromise -
the integrity of our national and state telephone infrastructure. Residents of the
U.S., including Vermont, must now ignore telephone calls lest their time be wasted,
or worse, that they be defrauded.

d. The Traceback Process

48.  To identify which domestic VSPs facilitate illegal robocalls, the FCC
appoints an independent organization to perform tracebacks of such calls, known as
the Industry Traceback Group (ITG”). Currently USTelecom, a telecom industry
trade association, is the appointed as the ITG.

49.  Inresponse to a report of an illegal robocall, ITG can trace the path

that particular robocall took into and through the U.S.
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50. The FCC requires domestic VSPs to respond to ITG’s traceback
inquiries.

51.  Tracebacks are conducted in reverse, starting with the call as received
by a phone or “honeypot,” and then retracing the call path upward, carrier by
carrier, to find the point of entry.

52.  First, ITG contacts the carrier that delivered the call to the consumer.
ITG notifies the carrier of (a) the time and date of the call in question, (b) the calling
number, (c) the called number, (d) the specific nature and content of the illegal
robocall in question, and (e) the likely laws violated by the call. ITG usually
provides the carrier with a link to an audio recording of the illegal robocall based on
information obtained from YouMail. ITG then asks the carrier to identify which
upstream VSP routed that call to it.

53.  Once the carrier identifies which upstream VSP routed the call in
question, ITG contacts that upstream VSP. As it did with the previous carrier, ITG
provides that VSP with notice of the nature and content of the illegal robocall,
usually with a link to a recording of the call. Per its authority from the FCC, ITG
likewise asks the upstream VSP to identify which further upstream VSP routed the
call in question.

54. By this method, ITG “asks” its way up the call-path, identifying the
upstream domestic VSPs involved in facilitating the illegal robocall in question.
The ITG puts each VSP on notice of the nature and content of that call. At some

point in most tracebacks of government or business imposter fraud, a domestic VSP
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reports to ITG that it received the call from a foreign customer. Thus, ITG—under
FCC authority—identifies the VSP that served as the U.S. point of entry for the
illegal robocall.

55.  Because robocalls are sent by the thousands, when ITG identifies
which domestic VSP routed a single illegal robocall into the U.S., ITG has
identified, in fact, which domestic VSP facilitated a campaign of thousands or even
tens or hundreds of thousands of identical, illegal calls.

56.  Per ITG reporting, there are a relatively small number of domestic
VSPs responsible for bringing the major share of government and business imposter
fraud robocalls into the U.S., including TCA VOIP.

57.  Just ten VSPs are responsible as U.S. point of entry for one-third of all
tracebacks of illegal calls from January 2020 through February 22, 2022.

58.  During 2020, ITG traced 1,973 calls determined to be illegal, at an
average of 38 tracebacks per week.

59.  During 2021, ITG traced 2,794 calls determined to be illegal, at an
average of 54 tracebacks per week. Of note, ITG has reported that, in 2021, 35% of
its tracebacks were of illegal robocalls in which the caller fraudulently purported to
be a representative of the United States Social Security Administration.

60. Appendix A (filed March 18, 2022), is a true list of all ITG tracebacks

to February 22, 2022, that point to TCA VOIP as the U.S. point of entry.

FIRST AMENDED COMPLAINT BY THE STATE OF VERMONT PAGE 13



Case 5:22-cv-00069-gwc Document 8 Filed 04/13/22 Page 14 of 51

e. The Vermont Attorney General’s Investigation of TCA VOIP

61. In partnership with the University of Vermont, the Vermont Office of
Attorney General operates the Consumer Assistance Program (“CAP”) where
Vermonters can report fraud and obtain assistance with consumer concerns.

62.  The investigation in this matter began with a report to CAP from a
resident of Essex Junction, Vermont. She reported she had received a Social
Secufity imposter call.

63.  Specifically, she reported that, at 11:01 a.m. on May 10, 2021, she had
received a phone call displaying a (false) Vermont CallerID of (802) 734-9964. The
caller delivered a pre-recorded message which stated: “You have a lawsuit being
filed against you and all Social Security numbers, bank accounts, etc. will be
blocked. Press 1 to speak to an FBI agent.” CAP denominated this report as CAP
Scam Report #450.

64.  This robocall was a government imposter fraud. There is no other,
benign explanation for the call.

65.  Accordingly, the Vermont Office of Attorney General (“VT-AGO”)
requested fhat ITG trace back this Social Security imposter robocall.

66. ITG ran the traceback (designated traceback #4981). At the conclusion
of the traceback, ITG reported to the VT-AGO that TCA VOIP had been the U.S.
point of entry for the illegal robocall campaign.

67.  As part of the traceback, ITG had sent TCA VOIP the following

notification, indicating that the caller “fraudulently claim[ed] to be from the U.S.
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L. Introduction

The Vermont Attorney General brings this suit against Defendants Dominic
K. Bohnett, Telecom Carrier Access,.LLC d/b/a TCA VOIP, and Telecom Carrier
Access, Inc. d/b/a TCA VOIP for knowingly facilitating illegal robocalls to Vermont.
On at least 132 occasions, Defendants have been put on notice that they are
facilitating illegal robocalls into the United States. Defendants ignored the import of
these notifications. Defendants can, if they so choose, see in near real-time that their
call traffic consists primarily of illegal robocalls. But Defendants have chosen profits
over legality, typically earning from $1,500 to $5,000 in revenue each weekday from
their substantially illegal activity. In the process, Defendants have knowingly
brought thousands—and likely hundreds of thousands—of illegal and fraudulent

phone calls into the State of Vermont. Defendants have similarly brought in
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Social Security Administration threatening problems with SS account. Potential

TCPA violation and Consumer Protection Act violation”:

Catl Details for Traceback #4981 0 seconds ago

Campaign: SSA-VT

Date/Time: 2021-05-10 15:01:00 +0000 UTC
To: a7

From: +18027349961

Caller fraudulently claims to be from US Social Security Administration threatening probiems with SS account, Potential TCPA violation and vermont
Consumer Protection Act violation,

(The last four digits of the called telephone number are redacted for privacy.)

68. Likewise, on May 19, 2021, a resident of St. Albans, Vermont, reported
to CAP that he had received a government imposter robocall. Specifically, he
reported that he had received a call that day displaying a (false) Vermont CallerID
of (802) 485-2264. The phone call had delivered a pre-recorded message which
stated: “You are being contacted by Agent [name redacted]. You must immediately
put your work aside and respond to this message. Press one to be connected to the
investigation depaﬁment. If you do not press one immediately, you[r] matter will
be referred to the investigation department.” CAP denominated this report as CAP
Scam Report #494.

69. This roboéall was a government imposter fraud. There is no other,
benign explanation.

70.  The VT-AGO likewise requested that ITG traceback this illegal
robocall.

71. ITG ran the traceback (designated traceback #4995). At the conclusion
of its traceback, ITG reported to the VT-AGO that TCA VOIP was (again) the U.S. |

point of entry for the illegal robocall campaign.
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72.  As part of the traceback, ITG sent TCA VOIP the following
notification, indicating that the caller “fraudulently claim[ed] to be from the U.S.

Social Security Administration threatening problems with SS account. Potential

TCPA violation and Consumer Protection Act violation”:

Call Devails for Traceback #4995 0 seconds ago

Campaign: SSA-VT

Date/Time: 2021-05-19 16:25:00 40000 UTC
To: +1802497]

From; +1802485226/

Caller fraudulently claims to be from US Soclal Security Administration threatening problems with SS account. Potential TCPA violation and vermont
Consumer Protection Act viotation,

(The last four digits of the called telephone number are redacted for privacy.)

73. Based on these two tracebacks, among other information, the VT-AGO
commenced investigating TCA VOIP in greater depth, including the company’s
traceback history generally. With regard to tracebacks alone, the VT-AGO learned
as follows.

74. Per ITG, TCA VOIP has one of the worst track records nationally as
shown by its frequency in appearing in tracebacks as the U.S. point of entry for
illegal robocalls.

75. 'From January 1, 2020 to February 22, 2022, ITG conducted
approximatély 3,794 tracebacks of calls determined to be illegal. Through these
tracebacks, ITG has identified 174 domestic VSPs as points of entry for the illegal
robocalls to the U.S.

76.  Ofthese 174 VSPs, TCA ranks 4th highest in the number of times it

appeared as U.S. point of entry in ITG tracebacks.
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77. In the context of these 3,794 tracebacks, ITG identified TCA VOIP as
the U.S. point of entry for 132 illegal robocalls campaigns, where each traceback
means many thousands of identical, facilitated illegal robocalls.

78.  In 81 of these 132 tracebacks, TCA VOIP had facilitated government
imposter robocall campaigns, including the following campaigns (as designated by

ITG) and numbers of tracebacks to TCA VOIP for each such campaign:
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ITG Campaign Name Tracebacks
to TCA VOIP

CBP-GovtImpers
CBP-GovtImpers-P2
DHS-GovImpers
Employment-EduMatch
FedReserv-Impers

GovSpoofing-P2

LegalDept-Action
LegalDept-Action-P1
Legal-Enforcement-Notice
LegalNotice-Identity
Medicare-Ineligible
Refund-CoronaFraud

Social Security Disability Consultant
SSA-CalltheSSA
SSA-CrimeandInvestigationDept VT
SSA-Crimelnvestigation
SSA-GiftCardLive
SSA-KindlyPressOne
SSA-LegalNotice
SSA-P1-BenefitsCanceled (GovtImpers)
SSA-P1-TexasFraud (GovtImpers)
SSA-RegretTolnform
SSA-Various-P3(GovtImpers)
SSA-VT
StudentLoan-FederalSuspension
TestCall-StaySafeStayHome
TestCall-StaySafeStayHome-MD
USTreas-SSA-EnforceAction (GovtImpers)

=

p—tr-—ﬂgb—awb—twp—toowmn-iHHMHAQHHHAHMHHNHA

Total

o0
fuiry

See Appendix A (filed March 18, 2022) for detail and recordings of these calls.
-79.  In 51 of the 132 tracebacks, TCA VOIP had facilitated business
imposter robocall campaigns, including the following campaigns (as designated by

ITG) and numbers of tracebacks to TCA VOIP for each such campaign:
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ITG Campaign Name Tracebacks
to TCA
VOIP
Amazon-AuthorizeOrder 10
Amazon-SuspiciousCharge 1
Amazon-SuspiciousCharge-P 11
Apple-iCloud-AccountBreached 7
AutoWarranty-Extend2 2
BizListing-VerifiedByGoogle 1
BofA-Chinese Voice Department 1
CCIRR-P1Financiallmpers 1
CCIRR-VisaAlert 5
Debt Reduction-Account Holder 3
Impersonation
Hotel-ComplimentaryStay 1
Spoof-12/21/20 1
Travel Scam-2 4
Utility-30MinDisconnect 9
Utility-Discount 1
Utility-ElectricRebateCheck-P1 2
Utility-Rate Reduction 1
Total 51

See Appendix A (filed March 18, 2022) for detail and recordings of these calls.
80. The 132 tracebacks showed that the TCA VOIP customers sending

these calls were foreign, including the following providers.
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Upstream Voice Appearance
Service Provider in TCA
VOIP
tracebacks
Ace Peak Investments ‘ 4
Axkan Consultores 8
Dawz Telecom 1
Lets Dial SG pte ltd 1
My Country Mobile 87
Shayona Global 21
Softtop Limited 1
Techknowledge Open 2
Systems
twiching 7

81.  Asexample of one such traced government imposter call:

a. On November 16, 2020, at 12:23 p.m., a resident of Waterbury, Vermont -
received a Social Security imposter robocall displaying a CallerID of 314-
669-8757. Upon report of the call, ITG traced the call to TCA VOIP as
the robocall campaign’s U.S. point of entry (Traceback #3652).

b. That call transcribed by YouMail as follows: “Against your social
security number by the Federal crime and investigatibn Department.

We need to talk to you as soon as possible. Again, this call is from Social
Security Administration *** and to reach our department press one to
call on same number I repeat press one now.” A recording of a similar
YouMail-captured call is at this shortened URL: https:/bit.ly/3tZhyla

c. As part of that traceback #3652), ITG sent TCA VOIP the following
notification, indicating, among other things, that the caller “fraudulently
claim[ed] to be from the U.S. Social Security Administration, Crime and

Investigation Department, threatening problems with S[ocial] S[ecurity]
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account. Potential TCPA violation and Vermont Consumer Protection

Act violation”:

Call Details for Traceback #3652 (new)
Date/Tinwe; 2020-11-16 17:23 UTC

To: +180,
From: +13146698757 .
Campaign: SSA-CnmeandinvestigationDept VT

Caller fraudulentiy claims to be from US Social Securty Admvnistration, Crime and Irvestigation Departrment, threatening problems with SSaccount.
Potental TCPA wolation and Vermont Consumer Protection Act violation,

(The last four digits of the called telephone number are redacted for privacy and

because they contain YouMail intellectual property.)

82.  Of note, TCA VOIP’s appearances in ITG tracebacks have been steady
over time. TCA VOIP appeared in ITG tracebacks during 52 of the 80 weeks
leading up to February 22, 2022—more weekly appearances (during that time
period) than all but two VSPs nationally.

83. TCA VOIP’s 132 tracebacks showed the company facilitating illegal
robocalls to area codes in Vermont and 40 other states and the District of Columbia,
including AL, AR, AZ, CA, CO, CT, DC, DE, FL, GA, ID, IL, IN, KY, LA, MA, MD,
MI, MN, MO, MS, NC, ND, NE, NH, NJ, NM, NV, NY, OH, OK, OR, PA, SC, TN,
TX, UT, VA, VT, WA, WI, and WV.

84.  Subsequent analysis shows that TCA VOIP’s illegal robocalls have
gone to every state in the United States.

85. TCA VOIP’s prevalence in ITG tracebacks demonstrates that TCA
VOIP has facilitated high numbers of illegal robocalls over an extended period of
time, was frequently notified by ITG that it was facilitatipg illegal robocalls, but

took insufficient steps to cease its business of profiting from illegal robocalls.
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86.  As described below, TCA VOIP’s call detail records confirm that the

company knowingly facilitated thousands—if not millions—of illegal robocalls into

the U.S. and Vermont and did so for profit.

f. What TCA VOIP’s Call Detail Records Show

87.  VSPs like TCA VOIP maintain minute-by-minute, detailed “call detail

records” (CDRs) for each telephone call they relay for billing purposes and

accountability.
88. For each such call, CDRs show:
a. The exact date and time of the call;
b. Which customer (of the VSP) sent the call;
c. The calling number / CallerID displayed;

d. The called number; and, among other call characteristics,
e. The exact duration of the call, in seconds.

89.  VSPs maintain CDRs in part to inform and justify their billing of
customers.

90.  VSPs can review their CDRs in near real-time, can sample a portion of
their call traffic’s content, and can stop the fraud within minutes.

91. Indeed, TCA VOIP has a switch or “software provider,” 46Labs, that
uses YouMail analytics that can conduct near real-time analysis of whether TCA
VOIP’s calls are likely fraudulent.

92.  Through reviews and analyses of CDRs, VSPs such as TCA VOIP can

see whether they are likely facilitating illegal robocalls. CDRs of illegal calls show a
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distinct and unmistakable pattern that puts the VSP on notice of the need for
immediate further investigation and sufficient action to address the illegal traffic:
a. The caller sends a high volume of calls with very short Average Call
Duration (“ACD”).
b. Most of the calls (98%) are connected less than 1 minute (because the
call is disconnected by the called party). Many calls last under 15
seconds.
c. Few calls are more than two minutes.
d. A fraction of calls last over 20 minutes. These are the calls in which the
caller has engaged with the scammer and is potentially being defrauded.
e. Despite the caller being based outside of the U.S., the calling numbers
sent with the calls are U.S. telephone numbers. Often, the area codes of
the calling numbers and often the local exchange will be designed to
match the called numbers, in what is called “neighborhood spoofing.”
Criminal syndicates use “neighborhood spoofing” to trick the call
recipient into believing the call is from a local resident or business,
thereby increasing the chances the call recipient will answer. Because
almost all of TCA VOIP’s customers are foreign VSPs, there is no
p’lausible reason for a new, local CallerID to be displayed for every two

calls made, other than fraud.
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